I’m in so
much trouble!

I’ve just started a new job; I've only
been there for about four months.
Yesterday, I got an email from my
boss telling me to pay some money
to one of our supplier’s new bank
accounts. I’'m supposed to double
check new payments but my boss
was really angry and said that it
was me who was holding up this
important payment and that I
needed to hurry up and act
immediately. The email sounded
really official and serious, so I made
the payment to the new bank
account without double checking.
When I spoke to a colleague later,
they looked really confused and
said there was no email from the
boss as he was out of the office.
I’'m worried I'll get fired if I tell
anyone what happened.

Please help!, Josh
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Crazy competition

I was messaging my friends the
other day, and the group chat was
talking about going on a trip at the
end of year 11. Then one of the
people sent a link to this
competition from a holiday
company. All we had to do was
enter a few details on the website,
like and share the page, then tag a
friend, and we could win £5,000
spending money and 6 free first
class tickets to a destination of our
choice. We were really hopeful that
one of us might win; it only had 40
likes and 15 shares so we thought
we had a good chance and the
competition was only open for 24
hours. A week later, someone said
the link was a scam, but by then
we’d already entered all our details
(like our name, address, date of
birth, passport number) so I'm not
sure what happens to them now?
What a mistake!

Taylor

Please help

I was in a rush coming
home from college when

I got this phone call.
Someone on the phone said
that they were from my
bank and there had been a
problem with my account.

I was planning on going out
that night so I really needed
to be able to access my
money. They told me I had
to act quickly to resolve the
problem, and asked me for
my date of birth, security
questions (which were the
names of my first pet and
my mother’s maiden name)
and my PIN number. I
thought it was weird that
they needed my PIN, but
they said it was regular
procedure when an account
has had a security problem.
When I went out that night,
my account was still shut
down, and I had to borrow
money off my friends. I
called the bank a couple of
days later and they said
they had never spoken to
me before. What’s going to
happen now?

Thanks, Seema

What do I do?

My laptop is really old but I use

it for everything; online banking,
shopping online, working from
home, streaming videos and emails.
My friend keeps telling me I need
to update my anti-virus software,
which ran out ages ago. But I
couldn’t be bothered to download
the free update so I kept putting it
off. Then, I got this weird message
on my computer claiming to be
from the police and saying that

I had illegally downloaded
something and that access to my
computer was now locked until I
paid a fee. I got panicked and called
my friend, who said it sounded like
a Ransomware virus, which is used
by fraudsters to get people to pay
to get their computer access back.
I really want to use my computer,
but I don’t have the cash. What do
I do now?

Malakai

DAPHNE RECOMMENDS VISITING:

www.actionfraud.police.uk
reporting fraud when it happens

www.victimsupport.org.uk

supporting victims of crime through

next steps
www.takefive-stopfraud.org.uk

raising awareness of how to prevent fraud
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