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Ground Rules

. Everyone has the right to be
heard and respected

. We will use language that won't
offend or upset other people

. We will use the correct terms, and
if we don’t know them, we’ll ask
the teacher

. We will comment on what was
said, not the person who said it

- We won’t share our own, or our
friends’, personal experiences

. We won'’t put anyone on the spot,
and we have the right to pass

. We won’t judge or make
assumptions about anyone




Baseline: Mind Map

. What s fraud?

. What examples of fraud might

happen at work?

. How might workplaces protect
themselves from fraud?

. What should someone do if they
think they have experienced fraud
at work?



Learning Objective and
Outcomes

To learn about cyber security and fraud risks in

the workplace.

We will be able to:

. explain the risks of application fraud for
iIndividuals and workplaces

. identify common workplace scams and security
systems in place to protect against them

. evaluate real-world responses to social
engineering techniques




What is Fraud?

Wrongful or criminal deception intended to result in financial or personal gain.

According to the latest crime figures in England and Wales, fraud now accounts for
45% of all crime.

There were over 220,000 fraud-risk cases reported to the Cifas National Fraud
Database in the first half of 2026°.

Half of 18—24-year-olds have been targeted in an impersonation scams.

Half of those targeted went on to provide personal information or send money?.

1 https://www.gov.uk/government/speeches/fraud-strateqy-launch
2 https://www.fraudscape.co.uk

3 https://www.ukfinance.org.uk/news-and-insight/press-release/gen-z-more-likely-be-tricked-criminals-and-fall-impersonation-scams
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Resource 1: Case File

Applying for Work R—

Read the case file and identify:

. The Facts: What type of fraud was

committed?

. Motivations: Why did Jesse do what they did?

. Consequences: What are, and what might be,
the consequences for Jesse?

. The Impact: What might be the short-term

and long-term impacts of what Jesse did?

. Effects: Are there any effects on others? (e.g.

the workplace, the applicants)?




Applying for Work

FACTS:

This is application fraud: lying about work experience, grades and
using a fake reference.

MOTIVATIONS:

Jesse wanted the job, pay and holiday. They told everyone they'd
applied, so maybe felt extra pressure to get the job.

CONSEQUENCES:

Jesse can’t keep up with work demands or the online courses. They'll
struggle to complete the apprenticeship or might be sacked, which
could affect their self- esteem and future chances.

IMPACTS:

Application fraud might be reported, leading to a criminal record.
This can affect future job and mortgage applications.

EFFECTS:

Worry and work for the mentor, boss and other colleagues. The clients’
money mismanaged, which affects the company’s reputation. Other
more suitable applicants missed out on the apprenticeship.




An attempt to gain personal information using

Vishing . .
email communications

An attempt to gain personal information
over the phone

Smishing

__________________________________________________________________

Software which is specifically designed to

Phishing disrupt or damage a computer system

An attempt to gain personal information

Malware .
using text messages

AR



Workplace Fraud

Read the problem
pages and consider:
What should someone
do if they think they
might have been
targeted by fraud at
work?

Think about:
. Who could they tell?

. What could they say?

. Why is it important?

Phishing fraud:
I'min so much
trouble!

| starteda new jobabout fous manths
Ao Yesterday | ot an emall from my
ecnins Tl TS o FReley ST PRIy B0
o of our suppllers resy bank
accounts Im supposed to dovbhs
otk Py penenits, bt inthe emal
oy bt soLnched angry. He sakd it was
e hakding up thisimportant payment
and that | needed to hurry upand act
immesdiately

Theemal soundsd offical and
sefious, 50 mace this payTent b the
P ke AEtUnl without doubke
efvcking with armans dis on the
tesim, Winen | spoketos

later, they looked really corfused snd
sS4k e wans no ernail from the boss
5 s oIt ot i all vesesc.

It veonrisd Ml kae rmy ok iF| el
Arvans wihat happensd.
Please halp, Josh

Resource 2: Problem Pages

Dear
Daphne

Malware:
Whatdo | do?

My laprterp 88 horne i old, but | se |t
fr everything —banking, shopping,
streaming, working from home, and
wrk erals

Bty fribennd st wwirk: koeseepes beslling me |
s by Lt oy k- vir s softwears,
witleh fan Out ages 800, But |knsw the
froe Uipciate wollkd talos ages 1o
dioariloan, 5o kept putting it off.

Theer, | got thiss weied (message on iy
compuner claiming tobe from the
police 12 said that | had Hlegally
disariloaced something and that
‘B 1 Ty COMPLLE. WaS Now
loeheee] LAt e a fiees | prarticod
called iy work fridnd, whosaid it
sounced e Ransomwene v
Thesy are L to cormmit frawud, by
getting peopke to pay toget their
COMpLiber Aoress back: | relly need 1o
L ey L et whaarke s vt
UL | o't i the s e ply Ug.

‘What dol do row? balakal

Vishing attack:
Thisisa
nightmare...

Ivets Iry s FUsh Trying to firksh iy
ek fear te iy when | ot a
phone call The person on tha
prone Sald they were fram the

cheeking s details ca
ik, e wiukdr't get paid uritd

iyl corfirTrad i with e, S0l
recked to gl them my

rieeche fray AN, bt they said it
vems regular procedune and thy
needed tokriow before o

Thie: Pt cling, Ty SOCOLNG Wik

vy clicin't kncvw what | was
sl kirg At |l so
el A

Wiat's alrg Lo happsn maw?
Seema

Smishing scam:
| feel tricked!

welerming guests, shovwing tham to
thisir gests, chacking tickets (Hek
e lots of other young people
ik there too ard vee all gt along
el v v 8 laig h

I gt & test Fressages from oneof the
other people on the team saying they
WEE OGN SEing & work social. |t ssid
o cfici on & lirk to fillina calendar for
it clates ano tmes | was fres. | was
it ol hanging out with
envangone, so dicked on the link
uickly. But it took e to & weind pags
that hiad nabhing o060 with boaking
dates

Maw | ke getting randarm phone
el el ressages all trrodph T
eliny et nkght o numbers | gon
resenriiss_ o theat link steal rmy
chetails? Did ry friend trick me?

I don't know what to think, Becky

Waorried
about fraud?

WA RO O POl i

ot ng fraisc] wehen B happeres

WA WICTITSUppOIt ong Lk

Supparting wotims of crime thicugh

et steps

etk e topfmad ok

raising menneress of how o provent fraud




Workplace Fraud

Tell someone at work straight away.

This might be a line manager, cyber security team,
or senior leadership.

Use phrases like:

. “l got a strange email/message earlier...”

. “I'm worried I've been targeted by a fraud attack...”
. “I've clicked a link | shouldn’t have...”

. “Has anyone else had an unusual email?”

Even if it feels worrying, the sooner the workplace knows,
the less damage can be done by the fraud attack.

Everyone needs to be alert to the risk.




Protecting Workplaces

HUMAN SOLUTIONS TECHNOLOGICAL
SOLUTIONS

* Regular cyber security

training to help workers « Restricting access to work
spot possible fraud accounts outside of work hours
attempts or on personal devices

Having more than one Using two factor

person responsible for T T authentication to log in to
approving payments so that work systems

multiple checks are made i
x o 0 ) « Investing in technology that
S

Creating a work culture can scan for cyberattacks or
of honesty, scrutiny and malware

accountability




Protecting Workplaces

Thinking about our characters, choose one
and write a paragraph advising them:

What should they do now?

Who could they tell?

What might help them or their workplace
in the future?

What should they do differently next time?



Signposting Support

If you are worried about fraud or want to find out more, you
can speak to:

. a parent/carer or other trusted adult outside of school

. a tutor, pastoral lead or other trusted staff member in school
And/or visit:

Cifas: www.cifas.orqg.uk/youngpeople

Report Fraud: www.reportfraud.police.uk

UK Finance — Take 5 to Stop Fraud:

www.takefive-stopfraud.org.uk

If fraud occurs at work, tell the employer immediately.



http://www.cifas.org.uk/youngpeople
http://www.reportfraud.police.uk/
http://www.takefive-stopfraud.org.uk/
http://www.takefive-stopfraud.org.uk/
http://www.takefive-stopfraud.org.uk/

Endpoint: Mind Map

What new learning can you add, or what
might you want to change about your first

answers?

. Whatis fraud?

. What examples of fraud might happen
at work?

. How might workplaces protect
themselves from fraud?

. What should someone do if they think
they have experienced fraud at work?



Personal Reflection

What do you think is the most
important thing you’ve learnt today
for your future in the workplace?




Extension Activity

Can you suggest any other solutions
that workplaces could introduce to
protect against fraud in the future?

Think about:

. human solutions

. technological solutions

Explain what your solutions are, and
why these would be helpful.
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