Resource 2: Social Engineering Scenarios

1. Carla’s phone rings

2. Josh gets an email 3. Paulois in a private chat in online chat room

RING RING!

Unknown Number

Caller:

“Hello, this is Tim from YOUR
BANK. This is a security

call as someone has just
attempted to make a large
withdrawal from your bank
account and we need to
check if that's you.

Don't worry, I'm here to help.
To confirm I'm speaking to
the account holder, please
can you confirm some
security details. | need your
FULLNAME and the PIN
number for your bank card
and then I'll be able to help
keep your money safe...”

4. Amir scans a QR code on a poster at the bus stop

SCANTO
WIN!

Amir sees a poster for
a competition at the
bus stop. He scans the
QR code to enter.

The webpage it takes
him to asks for lots

of personal details to
create alogin before
he can enter the
competition.

You're a winner!

® Dodgygamer.com

Hi

You have been selected in our competition and
won a brand-new games console!

Big congratulations!

You now get to join the lottery raffle to win even
bigger. A prize of $250 000 is possible.

To get your new gaming console and join the
lottery, click this link: www.gamezwinnerz.biz

You must do this straight away as we only have
one console to give and need to send it today.

CLICKNOW TO CLAIM YOUR GIFT!

5. Nicki receives a message on her phone

Message: from HDP
Couriers:

URGENT

Your delivery has failed
tobe delivered. Please
reschedule your delivery

HERE

e
|f you do not arrang
reydelivery today you may be

charged.

MalW: | can't believe how
much we have in common!
It's so cool to finally chat to
someone who really gets me.

Paulo: | know! 'm not sure
how you found me on here *
but I'm glad you did. It's cool
playing the levels at the
same time.

MalW: You're so good at
it, 'm getting loads better
because of it.

Paulo: Blush!

MalW: Oh, I meant to say, |
found areally cool secret level
the other day. There’s loads of
codes you can use to access
them but the codes are really
hard to find. | found one, but

it will only work today so you
have to click it now.
www.linktosecretlevel.maybe

Paulo: Thanks! Just
clicked it

Paulo: My screen has gone
weird... did that happen

to you? This is my work
laptop!

Paulo: Hello?? Where
have you gone??

[|Message




