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In my first year as Chairman, I am delighted that we have laid 
strong foundations to ensure we are ‘fit for the future’ and able to 
deliver innovative new products and services for our members.  

We know that the world is changing, and so it is essential that 
we change with it. The ‘digital revolution’ is both a threat and an 
opportunity. Digital technology is enabling criminals to look for 
new and sophisticated ways to commit fraud more easily, but it is 
also providing us with an opportunity to enhance our products and 
services.   

Our commitment to the digital transformation of  our core 
business processes means we can now more efficiently onboard 
new members as well as manage our member life cycle. It has 
also allowed us to improve and broaden our existing services to 
members.  

The creation of  our Member Experience Hub earlier this year 
is helping members identify and more effectively tackle fraud 
by providing them with a single point of  contact within the 
organisation. In addition, improvements made to our Member Portal 
are helping to drive even greater member engagement, meaning 
users can share even more intelligence on methods being used to 
target organisations and consumers.  

We have also worked to transform our IT platform to provide 
optimum efficiency and functionality for the future, and further 
develop our system so that it better supports delivery to our 
partners and members. 

Our continued investment in digital solutions has also helped to 
create a more effective consumer journey using the Cifas website, 
meaning that hundreds of  consumers can now more efficiently 
self-serve their requests through web-based contact channels. 
These enhancements are also helping us to reduce costs to the 
organisation which can then be reinvested so our members can 
prevent even more fraud. 

We have ambitious plans for the coming year, but I am confident 
that we have built a strong framework with which to help our 
members and partners quickly identify and prevent even more fraud 
and financial crime.      

John Browett 

Chair, Cifas

“Cifas has a clear mission to protect businesses 
and individuals from fraud and financial crime. 
We have done this successfully for over 30 years 
due to our commitment to delivering a first-rate 
service to our members, as well as continuing 
to strive for opportunities to innovate and be at 
the cutting edge of  technology.”

CHAIR’S INTRODUCTION

‘We know that the world is 
changing, and so it is essential 
that we change with it. The 
‘digital revolution’ is both a threat 
and an opportunity.’



Over the last two years we have supported our members, 
stakeholders, and public sector organisations as they faced the 
tsunami of  fraud that accompanied the Covid pandemic. We now 
face a fresh challenge – to combat the fraud that will arise to take 
advantage of  the cost-of-living crisis and economic recession.  
These factors will no doubt provide criminals with new opportunities 
to commit fraud and I am under no illusion that once again our 
members will be targeted by both organised and opportunistic 
fraudsters, meaning our role in supporting them to prevent fraud 
remains as important as ever. 

To respond to new and emerging fraud threats we need to keep pace 
with the ever-evolving methods of  fraudsters and be responsive and 
agile in creating new data sharing solutions and products for our 
members. To that end, over the last twelve months we have made a 
significant investment in product development and our members will 
start to see the benefits of  this over the coming year.  

Our members remain at the heart of  everything we do, and so 
we continue to strive to better support them and deliver our core 
services in an efficient and effective manner. The feedback received 
from our Member Survey will spur us on to further improve our 
user interface and Digital Fraud Check scheme. I am delighted 
that nearly 9 out of  10 of  our members say that they are satisfied 
or very satisfied with Cifas, but I recognise that this is no time for 
complacency and that we must continue to prioritise providing 
our members with a value for money service. To that end, we will 
continue to drive efficiencies across the business, with money 
saved being reinvested in new products and services to support our 
members and to keep subscription increases below inflation. 

In the last 12 months we have opened our doors to more 
organisations, reaching out to sectors new to Cifas, including 
cryptocurrency and gaming. By expanding the data and intelligence 
sharing community that is Cifas, we not only put a protective arm 
around new sectors but also strengthen our common defences for 
existing members.   

I believe that last year we 
made good progress against 
our five-year Business 
Strategy and because 
we have invested in our 
digital transformation, 
transformative new 
products and our 
training Academy, we 
are well-equipped to 
take on the challenges 
that the coming year will 
bring.   

In addition to the sharing 
of  data, intelligence and 
learning amongst our members 
and stakeholders, Cifas, representing the largest counter fraud 
community in the UK, also has an important role to play in helping 
shape the UK’s overarching response to the growing fraud and 
financial crime problem.  We will continue to work with the Joint 
Fraud Taskforce, law enforcement partners including the City of  
London Police and the National Economic Crime Command of  the 
NCA, and other stakeholders such as UK Finance and Stop Scams 
UK to develop a holistic response to fraud and financial crime to 
protect the UK. 

Cifas is nothing without its people, and I am privileged to lead a 
workforce of  professional and dedicated staff  that are motivated by 
our vision and mission to eradicate fraud. Every day they undertake 
the critical activity to keep our databases operating and secure, 
protect the integrity of  our data, support our members access and 
use of  our services, and grow our membership community. Their 
work not only delivers fraud prevention and loss reduction, but 
also reduces harm to the public, organisations, and wider society. 
I remain committed to our ambition of  making Cifas amongst 
the very best workplace cultures in the UK, so we retain our 
excellent staff, recruit the best fraud fighters to our ranks, and work 
collaboratively with our members and stakeholders to deliver our 
vision and turn the tide on fraud. 

Mike Haley

CEO, Cifas

“Cifas has a clear and ambitious vision.      
We will take the fight to fraud by creating 
the largest data, intelligence and knowledge 
sharing community in the UK, and then 
use the power of  this community to protect 
organisations and individuals from the harm 
caused by fraud.”



Between April 2021-March 2022 our members recorded over 371,000 cases to 
the National Fraud Database - up 18% when compared to the same period the 
previous year.  

Identity fraud continued to remain a key threat for our members, with 226,000 
cases recorded in 2021 – an increase of  22% over the previous year. The 

overwhelming majority of  these frauds occurred via the online channel, with plastic 
cards and the banking sector heavily impacted. The online retail and loans sectors 

were also targeted. 

But it wasn’t just individuals that were impacted by identity fraud, businesses 
were targeted too, with a 7% rise in companies being impersonated - 
predominantly for telecoms or loan products. 

Facility takeover accounted for 11% of  cases filed to the National Fraud 
Database, and we saw a significant rise in filings involving plastic cards and 
bank accounts.  

Attempts to access loan products saw a 39% increase, with unsecured 
personal loans heavily targeted. Although two thirds of  attempts were 
not granted, it is almost certainly the case that loans will continue to 
be a target as a result of  the current rise in living costs. 

We know that the next twelve months will bring about fresh challenges, with a likely increase in scams taking advantage of  hard economic 
times and a probable increase in first party fraud. We remain committed to supporting our members and the wider fraud prevention 
community by helping them detect and prevent fraud with improved products and services, as well as sharing fraud intelligence to ensure 
they are kept well-informed about new and emerging threats and prevention measures. 

Cifas membership 
In 2021, Cifas members recorded a case to the National Fraud Database every 90 seconds and using 
the National Fraud Database saved over £1.3bn through prevented fraud losses. 

The more organisations that we have in membership, the more data and intelligence we have to 
share in order to prevent fraudulent activity. Between 2021-2022, we attracted an additional 64 
new members, meaning we could further increase the pool of  data and intelligence available to our 
members. These new members came from a wide range of  sectors and included organisations such as 
Virgin Media, BDO, SumUp Payments, Blackthorn Finance, Police Credit Union and crypto exchange 
platform Ziglu. 

We continue to focus on growing our membership which will allow us to enrich the data, intelligence, and 
learning our members can access and share.

Increasing value for Cifas members
Cifas members are at the heart of  our organisation, and our priority is to ensure that they 
continue to see exceptional value in their membership, as well as take pride in being part of  
the UK’s largest fraud prevention community.  

We are taking on board the Feedback from our recent Member Survey to ensure that we 
continue to deliver a high-quality service to our members, as well as being able to respond to 
their changing needs.  

The results of  the survey were largely positive with nearly 9 in 10 members telling us that 
they were satisfied or very satisfied with Cifas, and almost 8 in 10 agreeing that Cifas is the 
most comprehensive database of  fraud risk data in the UK. 

Our Member Experience Hub is giving further support to our members by providing them 
with a single point of  contact to help them tackle and prevent fraud more quickly and 
efficiently. Following a soft launch of  the service to a small group of  members at the end of  
2021, the Member Experience Hub has now successfully been rolled out and now helping to 
support all our members. 

THE FRAUD THREAT

In 2021 the risk of  fraud and financial crime continued to evolve and intensify, with 
instances of  fraudulent conduct returning to almost pre-pandemic levels.



The introduction of  our Digital Fraud Check service is helping 
members to quickly identify potential threats to their business. 
By the end of  March 2022, Cifas members had carried out 
more than 7,500 Digital Fraud Checks and recorded almost 
1500 cases of  suspected fraudulent conduct amounting to 
£87m in identified fraudulent payments. There are currently 
118 members from a wide range of  sectors using the service, 
with many more currently in the pipeline.   

Members continue to find value in the Cifas Portal, using it 
to share intelligence and information on methods being used 
by fraudsters to target organisations and consumers. Recent 
improvements made to the Portal are helping to drive greater 
member engagement and value, and we have further improved 
efficiency for users by establishing a single sign-in for access to 
Cifas data and intelligence, services.  

Feedback from our recent Member Survey has revealed that 
93% of  our members use the Portal, with three-quarters saying 
they use it at least once a week. 

We have also improved our communications to members 
by implementing a centralised process that ensures greater 
consistency to deliver more effective messages. In addition, 
we are now utilising the Portal as a communication tool, 
for example introducing screen pop-ups to ensure that our 
members are aware of  important information. 

In November 2021 we held our annual Member Forum online, attracting 436 attendees - higher than in previous years. Then in March 2022, 
we welcomed our members back to Millennium Point in Birmingham for our first in-person event for three years. Nearly 130 members from 
across the UK attended to hear insights and intelligence around new and existing fraud threats, as well as network with other members and 
Cifas representatives. Feedback on the event was extremely positive, with attendees rating it, on average, 4.4/5.  

Cifas Intelligence 
Our Intelligence Team continues to play a crucial role 
in keeping our members and stakeholders updated 
with the latest fraud intelligence. The team regularly 
share detailed and comprehensive analysis of  the 
latest filings made to the Cifas databases, keeping 
our members and stakeholders informed of  new and 
emerging fraud activity. 

Between 2021-2022, the team posted over 50 weekly 
intelligence briefings on our Member Portal. They 
also shared details of  over 300 fraud threats to ensure 
our members could quickly identify and respond to 
emerging fraud threats. 

For the last three years our Intelligence Team has 
produced our annual Strategic Intelligence Assessment. 
This is specifically designed for Cifas members and 
combines data from all our databases as well as 
intelligence from our members, partners, and law 
enforcement. This document is key to understanding 
current and future fraud threats our members face, 
and this, along with our regular Intelligence Briefings 
and Threat Assessments, is helping our members by 
providing a timely picture of  key threats and enablers. 

‘For the last three years our Intelligence Team has produced our annual 
Strategic Intelligence Assessment. This is specifically designed for 
Cifas members and combines data from all our databases as well as 
intelligence from our members, partners, and law enforcement.’ 



Using the information from our databases, in April 2022 we published our annual Fraudscape report to help inform the wider public of  the 
extent of  the fraud threat in the UK. This was heavily promoted across social media, with over 11,000 people viewing our launch activity on 
Twitter, with a further 26,000 on LinkedIn. We also achieved a great deal of  national press coverage including articles in The Telegraph, The 
Guardian, The Times, as well as being interviewed on a number of  BBC radio and TV programmes – including Panorama. To further promote 
Fraudscape amongst our target audience, we also organised a webinar to discuss the findings of  the report with spokespeople from Action 
Fraud, NFIB, RiskScreen and Pindrop. This attracted nearly 150 viewers, with many more watching the post-event recording. 

We recognise the important role that sharing intelligence and data with 
other organisations and the wider fraud prevention community plays in 
preventing fraud and financial crime. Key to this are the Organised Fraud and 
Intelligence Group (OFIG) meetings, where intelligence and investigation 
professionals from the private and public sectors, as well as law enforcement 
come together to exchange information.  

Our Intelligence Team held 24 OFIG meetings between 2021-2022, 
attracting over 450 attendees across 211 separate organisations. Our OFIG 
network now comprises of  over 1,300 contacts and 480 organisations, with a 
quarter of  these from key partners and law enforcement agencies. 

The intelligence shared at these meetings is helping our members and 
stakeholders stay one step ahead of  fraudsters, as well as protect the public 
and the UK economy from the adverse effects of  fraud and financial crime. 

In our recent Member Survey, our members told us that they believed 
our intelligence offering had improved over the last year, with OFIGs and 
intelligence briefings rated the most useful.  

Supporting the work of  the Government and public sector 
Over the last 18 months we have actively collaborated with key public and private partners 
such as the Home Office, National Economic Crime Centre, City of  London Police, RUSI, 
Fraud Advisory Panel, UK Finance and Stop Scams UK. Working with these organisations 
and more, we know that we can add even greater value and more effectively tackle the fraud 
crimes which hurt organisations, the public and wider society.  

We advocate on behalf  of  our membership community on key issues such as the exploitation 
of  online platforms to facilitate fraud. We, along with our partners, strongly advocated for 
fraud to be included in the Online Safety Bill, resulting in the inclusion of  user-generated and 
paid-for-adverts in the Bill.  

In addition, we have also responded to the Online Advertising Programme consultation, 
which is crucial to combatting frauds facilitated through online adverts that fall outside of  
major search engines and social media platforms.  

Throughout the pandemic, we played an important part in helping UK Local Authorities and public sector organisations conduct fraud checks 
for loans being applied for as part of  the Coronavirus Business Interruption Loans and Bounce Back Loan Schemes. We continued to support 
organisations throughout 2021 and 2022, co-ordinating cross-sector meetings to discuss Covid-19 and wider fraud issues, which were attended 
by Local Authorities across the UK, as well as representatives from the NECC, City of  London Police, UK Finance, Department for Business, 
Energy and Industrial Strategy (BEIS), Local Government Association and major banks. In January 2022 we also partnered with the Local 
Government Association and Barclays to give fraud prevention advice and guidance to 262 Local Authorities administering grants during the 
Omicron outbreak.  

‘We advocate on behalf  of  our membership community on key issues such 
as the exploitation of  online platforms to facilitate fraud.’ 



We also recognise the ongoing risk of  fraud to the public purse as a result of  economic 
uncertainty. To help our Local Authority members better identify and take action 
against the threat of  internal fraud, we produced ‘Slipping Through The Net’ in 
partnership with the Better Hiring Institute, SAFERjobs, and Reed. We also continue to 
share and promote our intelligence amongst public sector organisations to help them 
identify new and existing fraud threats, attracting over 80 Local Authorities to attend 
our Organised Fraud Intelligence Groups.   

Between 2021-2022, we attracted a further 30 public sector organisations into Cifas 
membership, of  which 21 were Local Authorities.  

There are a number of  key developments within the landscape planned for the next 
twelve months, from changes to data protection legislation to the second Economic 
Crime Plan. We will continue to remain close to these developments whilst carefully 
navigating the current political uncertainty. 

The Academy has been awarded its first formal qualifications and received 
approval from Skills for Justice for its Professional Certificate in Bribery and 
Anti-Corruption. In addition to this, the Academy also launched the Accreted 
Counter Fraud Specialist (ACFS) programme, as well as developing bespoke 
training for financial institutions, including Barclays and Monzo banks. 

Last year the Academy successfully delivered its Fraud Prevention 
Professional Certificate course on behalf  of  the City of  London Police to 33 
police forces across England and Wales, with further courses planned.  

In 2022, the Academy entered into a partnership with specialist 
apprenticeship training provider, Intelligencia Training, to help apprentices 
benefit from a range of  added value activities whilst undertaking the Counter 
Fraud Investigator apprenticeship. This agreement will see Cifas provide 
briefing sessions to add even further value to the training curriculum, 
including sessions on the current fraud landscape, data and intelligence, and 
guest speakers.  

In the financial year ending 2022, the Academy trained 255 delegates from 
120 organisations from around the world. 

‘As a result of  using our Internal Fraud Database, the London Borough 
of  Lambeth prevented 20 potentially dishonest job applicants. This led 
to further conversations with Local Authorities about the benefit of  the 
database, resulting in a further 13 authorities applying to join.’ 



Digital Learning 

In September 2021, work started on expanding our learning provision even further 
to include digital learning. This will take a transformational approach to learning, 
prioritising behavioural change over ‘traditional learning’, immersing learners in a 
realistic environment, brought to life with state-of-the-art animation, graphics and 
film. Each five-minute episode will teach entire workforces – from front line staff  
to specialist roles – how to protect themselves and their organisation from fraud 
and financial crime. These resources will be sector-specific and regularly updated 
with Cifas’ unique data and intelligence to ensure they remain fresh and relevant. 
Our digital learning service is set to be launched by the end of  2022. 

Looking to the future  

We remain dedicated to our commitment made in the Cifas 2020-25 Business 
Strategy, to take the fight to fraud through more effectively sharing data, 
intelligence and learning.  

We continue to improve our existing services and the way we deliver our data, 
meaning that by the end of  the year our members will benefit from a range of  
new products. By the end of  2022, we will have completed the development of  
phase one of  our customer monitoring solution which will enable our members 
to identify risk across their customer base in real time – not just at the point of  
application. This proof  of  value testing has already proved to be of  huge value to 
our members.  

In addition, work is currently underway to create a new identity protection 
product with our members. This product will potentially safeguard hundreds of  
thousands of  UK consumers from identity fraud and help protect our members 
from fraudulent applications for products, facilities and services. 

As well as developing new products and services, we will continue to concentrate on growing our membership, attracting new members in new 
sectors in order to increase the breadth of  organisations accessing our data, intelligence and learning. 

We have also created an Influencing Strategy to ensure that our lobbying and relationship management resource is focussed to deliver strategic 
value and maximise impact. Our ongoing work with fraud prevention partners such as the Home Office, NECC, City of  London Police, RUSI, 
Fraud Advisory Panel, UK Finance and Stop Scams UK is adding greater value and helping us to more effectively tackle the fraud crimes which 
hurt organisations, the public and wider society. 

Our People  

We strive to make Cifas a friendly, enjoyable place to work, with our core values of  
collaboration, expertise, innovation and integrity at the heart of  everything we do.  

With ambitious plans for the coming year, it is clear that we must continue to invest to ensure we 
recruit and retain employees who are motivated and engaged and have the right skills to deliver 
on these ambitions. 

Our Employee Engagement Survey carried out in early 2022 provided valuable feedback that we 
will use to further improve the opportunities to help develop our employees. The vast majority 
of  this feedback was extremely positive, with 97% of  our employees agreeing that they were 
proud to tell people they worked for Cifas, and 94% saying they intend to still be working for the 
organisation in 12 months time.   

Through our People Strategy we remain committed to our ambition of  making Cifas amongst 
the very best workplace cultures in the UK. 

In 2021, we were delighted to be placed in three categories in ‘The Sunday Times Best 
Companies’ survey which acknowledges an organisation’s commitment to its employees and the 
role that cultural engagement plays in their success. This reflects the hard work and expertise of  
our people, and their commitment to working by our five core values of  collaboration, expertise, 
integrity, innovation and respect that makes Cifas a great place to work.

To find out more about Cifas and our research go to www.cifas.org.uki

 ‘We are genuinely innovative and there is plenty of  opportunity to show 
initiative and bring new ideas to the table’- Cifas employee feedback


































































