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We know that fraudsters were relentless in their pursuit of  stealing 
money and information from businesses and individuals during the 
pandemic. The mass vaccination of  the UK public, and the stimulus 
packages and relief  funds being offered to businesses and individuals 
offered a rich stream of  opportunity for criminals to commit fraud. 

I saw how Cifas worked quickly to spot this sudden rise in COVID-19 
related fraud, continually updating its members and the wider fraud 
prevention community, and potentially saving many UK businesses 
and the public from the devastating consequences of  fraud. I was 
proud to see how Cifas also played an important role in carrying out 
fraud checks for the government’s stimulus payments, and supported 
Local Authorities across the UK that were suddenly tasked with 
administering funds to help businesses struggling during lockdown. 

Fraud has presented a serious and significant threat to the UK 
economy, and the increasing use of  digital services has meant 
even greater opportunities for fraudsters. 

In 2020, Cifas members filed a case to the National Fraud 
Database every two minutes, and the sheer scale and catastrophic 
consequences of  fraud means Cifas services and resources 
must continue to be an essential part of  any organisation’s fraud 
prevention toolkit.

Cifas members remain at the heart of  the organisation, and 
throughout lockdown I saw how staff  remained committed and 
worked hard to protect their members and the public from fraud. 
Staff  are the backbone of  any organisation, and having such a 
dedicated and passionate workforce makes me confident about how 
Cifas will continue to innovate and support its members as the world 
adapts to the new ‘normal’.   

Changes to the world post-pandemic will bring about new challenges 
in fraud prevention, and I see opportunities for Cifas to trail-blaze 
new services and products that will significantly improve the way we 
tackle fraud. 

I’m looking forward to beginning this exciting journey.

John Browett 

Chair, Cifas

“Joining Cifas as Chair in the middle of  
the COVID-19 pandemic gave me the 
opportunity to witness first-hand how Cifas 
became an invaluable resource for their 
members, stakeholders and public sector 
organisations in the fight against fraud.”  

CHAIR’S INTRODUCTION

We know that fraudsters were 
relentless in their pursuit of  
stealing money and information 
from businesses and individuals 
during the pandemic. 



We quickly recognised that the pandemic would provide a fertile 
ground for fraudsters, and that as the UK’s leading fraud prevention 
service, we had an important role in protecting members, 
stakeholders and the wider public. Our staff  worked tirelessly to 
support public sector organisations and law enforcement by sharing 
intelligence about new and emerging frauds on a daily basis, helping 
them to protect the public and the economy from the adverse effects 
of  financial fraud.

We also supported the government by conducting fraud checks for 
the Bounce Back Loan Scheme and grants being administered by 
local authorities, helping to ensure that funds intended to support 
businesses and individuals did not find their way into the pockets of  
fraudsters.

The Cifas Fraud & Cyber Academy quickly moved to delivering 
courses online, ensuring front line staff  were better equipped to 
identify and combat fraud and financial crime at a time when many 
businesses were being targeted by fraudsters.  

But despite the impact of  the pandemic on our business, we 
continued to deliver new and existing services to members. We 
successfully launched our Digital Fraud Checks service and 
enhanced our internal threat proposition, meaning that employers 
can now more effectively identify potential threats to their business. 
In 2020, we also welcomed a further 99 organisations into Cifas 
membership from a wide range of  sectors.  

Our members rightly expect value for their membership, and we 
recognise the importance of  this – especially at a time when many 
organisations are reviewing their business operations in light of  the 
pandemic. We took advantage of  the lockdown to accelerate our 
programme to introduce digital solutions to improve our processes 
and help make our services more efficient, while reducing cost and 
overheads for our members. Our investment in data science work 
also helped us to ensure that we could recognise new and emerging 
fraud threats, meaning we continued to create effective solutions to 
further protect our members and the wider public from fraud.  

In 2020 we also undertook an ambitious programme to roll-out new 
laptops to all our staff, migrate the business to a new IT service, 
and launch a new internal communications system. While there 
is still some debate as to how new ways of  working will affect the 
UK workforce, we can be assured that our staff  are able to work 
effectively and efficiently wherever they are.   

Finally, following the passing of  Lady Barbara Judge, we appointed 
John Browett as Chair in September 2020. In a career spanning 
thirty years, he has held the position of  Chief  Executive within 
major UK businesses including Tesco.com, Dixons Retail, Monsoon-
Accessorize, and Dunelm Group. The depth of  knowledge and 
experience that John has brought to the Cifas Board has been 
very welcome. He has provided clear guidance and support to 
myself  and the rest of  the executive on the strategic decisions we 
need to take, to not only ensure we remain a key component of  
our members’ fraud defences now, but to also remain focussed on 
ambitious solutions to address the emerging fraud and financial 
crime problems faced by our members.

Their passion for preventing fraud and protecting our members from 
fraudulent activity demonstrates that they can confidently take on 
whatever challenges and opportunities the post-pandemic world 
brings. 

Mike Haley

CEO, Cifas

“The last eighteen months has brought 
about challenges to our organisation that             
no-one could have foreseen. Like many other 
businesses, the COVID-19 pandemic saw our 
staff  rapidly move from an office environment 
to working from home, ensuring that we 
continued to deliver an uninterrupted service 
to our members and stakeholders.”

I am very proud of  the way that 
our staff  have responded to 
the ongoing challenges of  the 
last twelve months. Despite the 
disruption that the pandemic 
caused to their working and 
personal lives, they constantly 
upheld the Cifas values of  
collaboration, expertise, 
innovation, integrity and respect. 



In 2020 the COVID-19 pandemic brought a wealth of  challenges to UK businesses as 
well as the wider economy. Despite this, Cifas member organisations recorded nearly 
310,000 cases of  fraudulent conduct to the National Fraud Database by the end of  the 
year.   

Identity fraud and misuse of  facility remained key challenges for our members, 
accounting for 82% of  the total cases recorded to the National Fraud Database 
in 2020. Key to this was fraudsters using the pandemic as an opportunity to 

steal personal and financial information from the public. 2020 also saw a 23% 
increase in companies being impersonated, while misuse of  company accounts rose 

by 26%. Both of  these were most likely due to the abuse of  stimulus packages being 
offered to UK businesses. 

We recognise that much of  the impact on fraud as a result of  COVID-19 is still to be 
seen, and that uncertainty around the economy and new ways 

of  working will continue to provide a challenge to our members and the wider fraud 
prevention community. 

Cifas membership 
One of  our biggest strengths is the growing number and breadth of  organisations 
that share their fraud risk data and intelligence through our databases. Many 
organisations get value from matching outside of  their own sector, and so it is 
critical that we continue to focus on growing our membership so we are able 
to enrich and expand the data, knowledge and intelligence our members can 
access. 

Despite the challenges brought about by COVID-19 to our business and the wider 
economy, we still achieved our target of  bringing 99 additional organisations 

into Cifas membership. These new members came from a wide range of  
sectors and included high profile businesses such as PricewaterhouseCoopers, 

NFU Mutual, Freemans, Grattan, Scottish Widows Schroders, BetVictor 
and Monzo. 

By the end of  2020 Cifas had a total of  577 members, generating an additional income 
of  approximately £900,000. 

Ensuring Value for Cifas Members
In 2020, Cifas members prevented fraud totalling £1.4bn, meaning that on average 
members saw a return of  £169 for every £1 spent on membership.

Our priority continues to be ensuring 
that Cifas members get exceptional value 

from their membership and are proud to be part of  
the UK’s largest fraud prevention community. 

We recognise that to increase the value of  Cifas to our 
members, we must work to refine our core products and 

services as well as improve the way these are delivered. 
As a result, we continue to invest in digital solutions to 

make our processes more efficient for members, while reducing the overheads 
and costs incurred as a result of  accessing our systems and data.

The pandemic accelerated some of  this work, with Data Subject Access Requests 
(DSARs) becoming more automated, and improvements and efficiencies made to 
improve the way users interact with our website or contacting us by phone. 

THE FRAUD THREAT IN 2020

“Sharing fraud intelligence to protect our members and wider society from 
fraud and fraud-related crime is at the heart of  what we do.”



Our Digital Fraud Checks scheme is enabling members to identify fraudulent activity more 
efficiently, with checks carried out via our member portal and results usually delivered within 
24 hours. This means members not only save time and cost, but can act more quickly 
on the information they receive. Already over 1,000 checks have been carried out 
from a small number of  our members who helped develop and launch the scheme, 
resulting in over £12m of  suspicious conduct being identified on products. 

As a result of  enhancing our internal fraud service, members using our Internal 
Fraud Database can now broaden their search to include data from the National 
Fraud Database. This means employers and recruiters can more effectively 
identify potential threats to their organisation. 

We also continued to expand our community creating new membership options, 
enabling more organisations to be part of  the UK’s fraud prevention community. 
By sharing their intelligence, knowledge and expertise they will provide value 
to our existing members and benefit from being part of  the largest cross sector 
fraud intelligence sharing consortium. Going forward, our priority remains helping 
member organisations identify fraud more quickly and accurately. The continuing 
growth in identity fraud means we will invest in innovative new products and services 
in order to reduce the risk that this presents to our members. 

In addition, our Research & Development Team continue to explore ways to drive more value from the wealth of  intelligence and data we 
hold through deploying Data Science techniques, as well as working closely with partners such as Open Identity Exchange (OIX) and Open 
Banking Implementation Entity to ensure fraud prevention is built into Digital Identity frameworks. This will ensure that we are prepared for 
the ever-changing fraud landscape and can support our members to identify and mitigate the risks of  these new ecosystems.  

“In 2020, 290 individuals were recorded to the Cifas Internal Fraud Database, and as 
organisations increasingly adopt remote working we recognise that the insider threat 
will continue to be a concern.”

Responding to COVID-19
The COVID-19 pandemic made 2020 one of  the most 
challenging years the fraud prevention community 
has ever faced. Fraudsters were quick to identify 
ways to take advantage as businesses and the public 
increasingly worked and transacted online. As the 
UK’s leader in fraud prevention, our role in protecting 
Cifas members, stakeholders and the public from fraud 
became more important than ever before. 

We moved quickly to remote working in order to 
continue delivering our services to members and 
stakeholders, collaborating with the wider fraud 
prevention community to share intelligence and data 
around the growing threat of  fraud.    

Our Member Relationship Managers continued to 
support our member organisations by providing 
support, guidance and online training to ensure that 
members were able to use our services and products 
effectively while working from home.  

Aware that fraudsters were increasingly 
using the pandemic to commit fraud and 
that lockdown may leave victims feeling 
increasingly vulnerable, we partnered 
with Citizens Advice to help people 
quickly connect with the Citizens Advice 
Scams Action Service. 

Requests for Data Subject Access Requests (DSARs) rose 
sharply during this period meaning we had to move quickly to 
ensure that the public could self-serve when making requests 
using our website. Call volumes also increased, and so we 
quickly established a more effective consumer journey using 
our website, and a voice response system for incoming calls 
with the aim of  helping hundreds of  consumers self-serve 
their requests.  

Aware that fraudsters were increasingly using the pandemic 
to commit fraud and that lockdown may leave victims feeling 
increasingly vulnerable, we partnered with Citizens Advice to 
help people quickly connect with the Citizens Advice Scams 
Action Service. This service provides invaluable support for 
the victims of  fraud by offering help and advice from Scams 
Action advisers. 



Supporting the Government and public sector 
In addition to conducting fraud checks for loans being applied 
for as part of  the Coronavirus Business Interruption Loans and 
Bounce Back Loan Schemes, we also extended our support to Local 
Authorities by creating a bespoke service to enable them to carry out 
fraud checks for grant applications against the Cifas National Fraud 
Database. In total, 31 Local Authorities used the service to complete 
over 67,000 searches against the National Fraud Database, resulting 
in 411 matches – with 62% of  these relating to identity fraud.

In addition, we extended our data and intelligence sharing 
capabilities with key government departments including the Home 
Office and HMRC, as well as the wider fraud prevention community 
and law enforcement agencies to help protect the public and business 
from the growing and changing threat of  fraud. 

We continue to expand our presence within the public sector and 
following the success of  our pilot scheme for Local Authorities in 
September 2020, we now have 27 authorities in Cifas membership. 
We also played an important role in encouraging collaboration across 
the fraud prevention community through our membership of  the Cabinet Office Cross Sector Advisory Group, the Joint Fraud Taskforce, the 
London Fraud Forum and the local government fraud and corruption steering group. 

Looking ahead, we are starting to work closely with the NHS and housing associations to see where Cifas data can help them identify fraudulent 
applications and instances of  fraudulent conduct more effectively. 

“At a time when the government was focused on supporting business through the 
pandemic, we wanted to play our part in making sure that stimulus funding reached 
the right people.”

 During the pandemic, details 
of  nearly 500 fraud threats were 
shared with members and key 
partners, with over 50 of  these 
relating to COVID-19 fraud. 

Cifas Intelligence 
Our Intelligence Team played an important role throughout 2020, 
keeping our members updated with the latest intelligence to help 
them respond to the growing and ever-changing nature of  the 
pandemic fraud threat.  

On a daily basis, the team provided a comprehensive analysis 
of  the latest filings to the Cifas  databases, helping members to 
quickly identify and act on new and emerging fraud activity. During 
the pandemic, details of  nearly 500 fraud threats were shared 
with members and key partners, with over 50 of  these relating to 
COVID-19 fraud. 

This intelligence also helped inform and educate the wider public 
of  new and emerging fraud during the pandemic, with details and 
advice posted on a daily basis on the Cifas website. Using this 
intelligence, our Communications Team also achieved over 200 
media mentions warning of  fraud threats and giving advice to the 
public, with members of  the Intelligence Team also featuring on 
BBC Panorama and consumer programmes.



To find out more about Cifas and our research go to www.cifas.org.uki

The OFIG network now comprises over 1,000 individuals from 400 organisations and sees 
members, law enforcement and other key stakeholders from across the UK come together 
to discuss and share the latest fraud threats, trends and enablers. 

In 2021 meeting attendance almost doubled from around 80 attendees per meeting 
to around 150. Increased attendance by law enforcement and local authorities 

as a result of  the pandemic has also helped to bridge the intelligence gap 
between the public and private sectors.

In a recent survey carried out amongst OFIG attendees, 90% said that 
they found the meetings ‘very useful’ or ‘extremely useful’, with 70% saying 

that the intelligence shared both supported and informed their fraud prevention 
activity.  

Despite being operational for just over a year, our member portal has also become an 
important resource for members to share crucial data and intelligence during the pandemic. Being able 

to access the latest fraud intelligence and interact with others member organisations has greatly assisted 
Cifas members in strengthening their fight against fraud. In 2021 work is underway to add further functionality to 

the portal to ensure that it continues to be the epicentre of  fraud intelligence for our members.

“To help better support organisations during the pandemic, the team also 
increased the number of  Organised Fraud and Intelligence Group (OFIG) 

sessions, including over 40 meetings since Feb 2020.”

The Cifas Fraud and Cyber Academy, with a mission to professionalise 
counter fraud learning and training and be the leading provider of  
education in cyber and fraud prevention and investigation, was launched in 
2020. Its qualifications, certificates and certified courses are developed in 
collaboration with leading educational organisations, awarding bodies and 
member organisations, including Coventry University, Ofqual and Skills for 
Justice (SFJ) Awards.

The Academy has also established the Cifas Learning Advisory Board which is drawn from the Cifas 
member community. This ensures our courses are relevant and provide organisations with the 
practical skills and expert knowledge they need in their workforce.

Despite launching in a challenging year the Academy has achieved significant success. Over 
the course of  2020, it has delivered courses to:

•	 47 Cifas member organisations;

•	 12 regional police forces; and

•	 18 non-member organisations, including an international news and media outlet and a 
global internet provider. 

Bespoke training packages have been developed for global brands, including a tailored 
version of  our Professional Certificate in Fraud Prevention: up to 48 Regional Organised 
Crime Unit (ROCU) officers from across the country will receive funding via the City of  
London Police to undertake the course in 2021 and 2022.

Post-pandemic, the Academy looks to extend its reach and increase the number of  learners 
going through its courses. It will also look to establish further partnerships and collaborations with key 
organisations and figures in the field of  counter fraud, and has ambitious plans to expand its digital learning 
offer. 

Despite being operational for just over a year, our member portal has also 
become an important resource for members to share important data and 
intelligence during the pandemic. 
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