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Fighting Economic Crime Together 

Fighting Fraud and Financial Crime Together
Protecting organisations and individuals from fraud and financial crime 

through the sharing of data, intelligence, and learning. 



Introduction

The impact of fraud on individuals, businesses and the public sector has reached 
unprecedented levels and continues to grow. According to the University of Portsmouth’s 
Annual Fraud Indicator, fraud may cost the UK economy £219 billion per annum.

Although the publication of the government’s Fraud Strategy in 2023 was a welcome first step, 
at Cifas, the UK’s leading not-for-profit fraud prevention service, we believe there is more we 
can do to turn the tide on the fraud epidemic sweeping the UK. 

We believe that by implementing some of the suggested reforms contained within the Cifas 
2024 Fraud Pledges, we can work to reduce fraud and protect the UK public, the public purse 
and businesses from the most prevalent crime in the UK. 

The Cifas Fraud Pledges 2024

Pledge 1: Provide Cross-Government Leadership in the Response to Fraud 

•	 Establish a cross-departmental Minister for Economic Crime. 
•	 Create a National Security Council committee on fraud.
•	 Make counter-fraud education compulsory within the PSHE Curriculum at KS3/4. 

Pledge 2: Improve the Policing Response to Fraud

•	 Increase investment in fraud policing via a ring-fenced fraud policing budget paid for 		
through the reinvestment of economic crime enforcement receipts. 

•	 Harness the capabilities of the private sector to support fraud policing under a new 		
public-private Economic Crime Data Strategy.

Pledge 3: Enhance Support to Victims of Fraud 

•	 Improve the fraud reporting experience by delivering sustainable funding for the new Fraud 
and Cyber Crime Reporting and Analysis Service.

•	 Provide proper support for victims of identity theft and fraud through funding for a specialist 
identity repair service.

•	 Expand the Fraud Strategy to include business victims.

Pledge 4: Make the Criminal Justice Response Fit for Tackling 21st Century 
Fraud 

•	 Ensure the law adequately criminalises identity theft/fraud and cyber-enabled 		
‘crime as a service’ activity.

•	 Revise the sentencing guidelines to reflect the societal harms of fraud. 
•	 Create a network of specialist courts and judges for economic crime.

Pledge 5: Require Social Media and Online Platforms to Join the Multi-Sector 
Response to Fraud 

•	 Strengthen draft Online Safety Act regulations to ensure larger platforms are required 		
to actively engage in multi-sector counter-fraud initiatives. 

•	 Implement a new Fraud Levy to fund the counter-fraud response and to ensure that the 
costs of tackling fraud are more equitably distributed across industries. 



Pledge 3: Enhance Support to 		
Victims of Fraud 

For too long victims of fraud – whether 
individuals or businesses – have been 
under-served by the government and 
policing response.

Improve the fraud reporting experience by 
delivering sustainable funding for the new 
Fraud and Cyber Crime Reporting and 
Analysis Service.

The creation of the new Fraud and Cyber 
Crime Reporting and Analysis Service is a 
good starting point and should remain a
priority, however this needs long-term 
sustainable investment and support through 
the comprehensive spending review.

Provide proper support for victims of 
identity theft and fraud through funding 
for a specialist identity repair service.

Identity theft is primary precursor to many 
frauds, including identity fraud which 
accounts for two thirds of cases reported 
to Cifas. Despite this, for too long victims have 
been deprioritised and received no support to 
repair their identities and financial well-being. 
The government should create a specialist 
response to support victims in repairing their 
identity, delivered by the National Economic 
Crime Victim Care Unit (NECVCU).

Expand the Fraud Strategy to include 		
business victims. 

Frauds perpetrated against businesses can 
lead to devastating impacts on the financial 
viability of companies, particularly small 
and medium-sized enterprises and 
micro-businesses. If left unchecked this 
can impact on our national prosperity. 

Despite this, at present the government’s 
Fraud Strategy does not include business 
victims and organisations have little to no 
policing response. 

Pledge 4: Make the Criminal Justice 
Response Fit for Tackling 21st 
Century Fraud 

The criminal justice system is ill-suited to 
deal with the modern face of fraud which is 
complex, online and upstream.

Ensure the law adequately criminalises 
identity theft/fraud and online-enabled 
‘crime as a service’ activity.

We welcome the government’s review of 
fraud legislation being undertaken by 
Jonathan Fisher KC and look forward to his 
report in 2025. Identity theft and other ‘crime 
as a service’ activities are not explicitly 
criminalised. The review should consider 
whether the way in which the law handles 
these crimes is adequate for dealing with 
this precursor crime to many frauds.

Revise the sentencing guidelines to reflect 
the societal harms of fraud. 

The sentencing guidelines for fraud are a 
decade old and are based primarily on a 
numerical assessment of an individual 
instance of fraud. This does not reflect the 
mass-market nature of most fraud, nor does 
it reflect the wider societal harms. We believe 
that a review of the sentencing guidelines 
should go hand in hand with a review of the 
law. 

Create a network of specialist courts and 
judges for economic crime.

The planned Central London Economic Crime 
Court is a blueprint for a modern criminal 
justice response to fraud, cyber and wider 
economic crime. Once delivered, it should be 
considered how this model can expand and 
scale across regions.   

Pledge 1: Provide Cross-Government 
Leadership in the Response to Fraud 

The place of fraud within the Home Office’s 
priorities has been elevated in recent years. 
This is welcome. However, we now need the 
government to show proper cross-
government leadership on tackling fraud. 

Establish a cross-departmental Minister for 
Economic Crime. 

The appointment of the government’s 
Anti-Fraud Champion has shown the value 
of having a single point of leadership within 
government on fraud. However, this position 
lacks the necessary authority to push forward 
cross-departmental reforms. 

We believe that the government should create 
a non-departmental Minister for Economic 
Crime with direct authority from the Prime 
Minister.

Create a National Security Council 
committee on fraud.

The Fraud Strategy 2023 recognises fraud 
as a threat to our national security. However, 
the issue lacks the focus across government 
needed to turn the dial. 

We believe the government should create 
a sub-committee of the National Security 
Council to focus our response to the threat. 

Make child financial harms education 
compulsory within the National Curriculum 
at KS3/4. 

Our data shows an alarming rise in under 21’s 
falling victim to scams and identity fraud. 
We also note that 23% of money mules are 
under 21. Despite the substantial risks to 
young adults and children financial harms 
education is not compulsory within the 
PSHE curriculum. 

Pledge 2: Improve the Policing 
Response to Fraud

Recent investments in fraud policing are 
welcome, yet still fall far behind the levels 
needed to tackle a growing threat which 
represents 40% of all crime in the UK.

Increase investment in fraud policing via a 
ring-fenced fraud policing budget paid for 
through the reinvestment of economic crime 
enforcement receipts. 

Whereas other areas of national security 
policing benefit from ring-fenced funding, 
the funding of fraud policing is piecemeal, 
fragmented and allocated on an 
unsustainable basis. 

We believe the creation of an annual, 
ring-fenced policing budget for fraud, akin 
to the Counter-Terrorism Policing budget 
model, will help to build cohesion. 

This could be funded in a cost-neutral way by 
reallocating a proportion of economic crime 
enforcement receipts back into policing. 

Harness the capabilities of the private 	
sector to support fraud policing under 	
a new public-private Economic Crime Data 
Strategy.

The scale of fraud in the UK is too big to be 
dealt with solely through traditional policing 
responses of arrests and prosecutions. 
It is imperative that the policing response 	
harnesses the preventative and disruptive 
frontline capabilities of the private sector. 

This can be achieved through driving 
forward a bold new vision for public-private 
preventative data-sharing under the planned 
Economic Crime Data Strategy and by 
providing explicit gateways in legislation for 
multi-sector fraud prevention data-sharing, 
backed with clear Government guidance.



Pledge 5: Require Social Media 
and Online Platforms to Join the 
Multi-Sector Response to Fraud 

Three quarters of online fraud starts on social 
media and online platforms. It is essential that 
we put in place the right incentives to bring 
platforms into the counter-fraud community.

Strengthen draft Online Safety Act 		
regulations to ensure larger platforms 
are required to actively engage in
multi-sector counter-fraud initiatives. 

The Online Safety Act Illegal Content Codes 
of Practice are due to come into force in early 
2025. It is essential that these Codes require 
large and high-risk platforms to engage and 
share information with existing counter-fraud 
initiatives in order to target harden the UK’s 
counter-fraud defences.

Implement a new Fraud Levy to fund the 	
counter-fraud response and to ensure 
that the costs of tackling fraud are more 
equitably distributed across industries. 

Currently, social media and online platforms 
do not have to bear the costs despite the high 
proportion of fraud which originates from their 
platforms. A new ‘Fraud Levy’ on larger firms 
would more equitably distribute the costs of 
responding to fraud across industries.

About Cifas

We are a not-for-profit membership organisation that brings different sectors together for the 
common goal of eliminating fraud and financial crime through the sharing of data, intelligence 
and learning.

For over 35 years we have provided a secure, legal and effective framework for the real-time 
sharing of high-grade fraud risk data and intelligence.

Hundreds of organisations work with us – ranging from high street banks, telecommunications 
companies, and insurers through to the public sector and government – all benefiting from 
each other’s data, intelligence, and learning.

We bring together organisations across sectors to collaborate and share knowledge to prevent 
and detect fraud collectively saving billions of pounds in prevented losses.

Because we have shared data, intelligence and learning to fight financial crime for over three 
decades, we are embedded at the heart of the national response to economic crime.

Want to know more? Contact Helena Wood, Director of Public Policy at Cifas.

helena.wood@cifas.org.uk 
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